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PURPOSE
Cabrini Health acknowledges that high quality research and data output can only result from high data quality. 
Data quality encompasses data integrity, accuracy, and validity. Proper data management is crucial to maintain 
scientific rigor and research integrity. 

Patient data confidentiality is both a legal and ethical obligation.
The purpose of this policy is to outline those obligations, the roles, and responsibilities of staff members, VMOs, 
students and any other personnel involved in collecting, handling, accessing, or sharing research data. This policy 
has been developed to foster best practice around data management including relevant ethical guidelines, privacy 
legislation and guidelines, and relevant laws and regulations.

SCOPE
This policy applies to research data managed at Cabrini Health by Cabrini Staff (including honorary, affiliates and 
associates) and students. It applies to all media of data collection and storage, including, but not limited to 
paper-based data collection forms, excel spreadsheets, online databases, and registries. It also encompasses all 
research data generated, collected or used at Cabrini Health including publicly available data, health data or 
sensitive data. 

ROLES AND RESPONSIBILITIES 
Data Custodian: individual(s) that is responsible for the implementation of identified business rules for secure 
access, transport, storage, disposal and availability of data. 

Data Owner: Principal Investigators and / or researchers conducting the project are the Data Owners of collated 
and aggregated research data as part of the research project and to be defined in each research project protocol 
and associated Data Management Plan. Patients are ultimately the Data Owner of their own individual Data.

Data Steward: individual(s) who control the data and is/are responsible for the definition, quality, and 
maintenance for end-to-end usage of the business data in their area of responsibility, generally defined by a 
data subject area. 

Database Manager: individual that is responsible for overseeing the acquisition, validation, storage, protection 
and processing of sets of data, and compliance with approved national guidelines. 

Data Governance Committee: this committee has been established to oversee all activities related to databases 
and registries involving Cabrini patients. It will establish clear guidelines for all activities in relation to the 
databases and registries, creating a uniform approach throughout the institution. This Committee is acting as the 
custodian for Cabrini Health research-related activities.

Principal Investigator: retains the responsibility at the Cabrini site and maintains appropriate supervision of any 
delegated study specific persons or parties undertaking the activities to ensure the rights, safety and wellbeing 
of the study participants and data reliability (ICH GCP).

TITLE Cabrini Research Data Management, Access and Sharing Policy

SETTING All staff, honorary appointments, VMOs, and students engaged in 
research (or research support) at Cabrini Health - All sites engaged in 
research, or research support
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DEFINITIONS
Data: factual information used as a basis for reasoning, discussion or calculation in digital form that can be 
transmitted or processed.

Data Governance: specifies a cross-functional framework for managing data as a strategic enterprise asset. In 
doing so, data governance specifies decision rights and accountabilities for an organisation in its decision-making 
about its data. Furthermore, data governance formalizes data policies, standards and procedures, and monitors 
compliance1.

Data Management: implementing, enacting and making data governance decisions part of the day-to-day 
processes throughout the data lifecycle.

Data Management Plan (DMP): a written document describing how the project team members expect to capture, 
generate, collect, audit, clean, store and use research data. It also describes the mechanism and processes used 
at each step of the data lifecycle and security measures in place.    

De-identified Data: as defined in the Privacy Act 1988, as personal information that is no longer about an 
identifiable individual or an individual who is reasonably identifiable.

Health information: subcategory of personal information, defined in the Privacy Act 1988 as: 

• information or an opinion about:
o the health, including an illness, disability or injury (at any time) of an individual; or 
o an individual’s expressed wishes about the future provision of health services to the individual; 

or 
o a health service provided, or to be provided, to an individual; that is also personal information; 

or 
• other personal information collected to provide, or in providing, a health service to an individual; or 
• other personal information collected in connection with the donation, or intended donation, by the 

individual of his or her body parts, organs or body substances; or 
• genetic information about an individual in a form that is, or could be, predictive of the health of the 

individual or a genetic relative of the individual.

Identifiable data: data that enables the identification of a specific individual. 

Metadata: a set of data that provides information about other data. It is used to summarise basic information 
about data making tracking and working with specific data easier.

Non-identifiable data: data that has never had identifiers collected with or attached to it, or has had all identifiers 
permanently removed. Re-identification of the person to whom the data relates to is not possible. 

Personal information: information is defined in s6(1) of the Privacy Act as: "information or an opinion about an 
identified individual, or an individual who is reasonably identifiable: 

• whether the information or opinion is true or not; and
• whether the information or opinion is recorded in a material form or not."

1 Abraham R, Schneider J, vom Brocke J. Data governance: A conceptual framework, structured review, and research agenda. International journal of information 
management. 2019;49:424-38.
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Potentially identifiable (coded, re-identifiable) data: is data that may have identifiers removed and replaced by 
a code. In such cases it is possible to use the code to re-identify the person to whom the data relates, that is, the 
process of de-identification is reversible. Sensitive Information: is defined in the Privacy Act 1988 as meaning: 

• information or an opinion about an individual’s: 
o racial or ethnic origin; or
o political opinions; or
o membership of a political association; or
o religious beliefs or affiliations; or
o philosophical beliefs; or 
o membership of a professional or trade association; or
o membership of a trade union; or 
o sexual orientation or practices; or 
o criminal record; 

that is also personal information; or 
• health information about an individual;
• genetic information about an individual that is not otherwise health information; or 
• biometric information that is to be used for the purpose of automated biometric verification or 

biometric identification; or 
• biometric templates.

Secondary Use of Data:  access to and use of data that was originally generated or collected for previous 
research or non-research purpose. 

POLICY 

This policy follows the Australian Code for the Responsible Conduct of Research (The Code) as well as its 
Management of Data and Information in Research supporting guide. The following principles are relevant to the 
management, access and sharing of data:

• Principle 2, ‘Rigour in the development, undertaking and reporting of research’, which requires that 
research be characterised by attention to detail and robust methodology and that researchers avoid or 
acknowledge biases.

• Principle 3, ‘Transparency in declaring interests and reporting research methodology, data and findings’, 
which requires researchers to share and communicate research methodology, data and findings openly, 
responsibly and accurately.

• Principle 7, ‘Accountability for the development, undertaking and reporting of research’ so as to comply 
with relevant legislation, policies and guidelines and ensure good stewardship of public resources used 
to conduct research.

The responsible conduct of research includes the generation, collection, access, storage, analysis, disclosure, 
retention, disposal and sharing of data and information. All of these steps are key elements in maintaining 
research and data integrity throughout the data lifecycle. Managing research data appropriately helps:

• Save time through efficient and accurate data collection, handling and processing;
• Minimise risks of accidental data loss, disclosure or theft and intellectual property disputes; 
• Retain integrity and ensures research output is reproducible;
• Comply with funding agencies and publisher’s requirements of making research data available.

https://www.nhmrc.gov.au/about-us/publications/australian-code-responsible-conduct-research-2018
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Further to The Code’s principles, Chapter 3 element 4 of the National Statement on Ethical Conduct in Human 
Research (2023) provides guidance on collection, use and management of data and information including 
identifiability of information, secondary use and sharing of data or information. It should be read in conjunction 
with this policy and all other relevant legislation and guidelines, including the Health Record Victoria (2001), the 
Privacy Act 1988, in particular the Guidelines under Section 95 as well as the related 13 Australian Privacy 
Principles.

Data Lifecycle:
Data management is a central element at each of the data lifecycle steps including the planning, capture, curation, 
analysis, sharing and dissemination, archiving and re-use of the data as per the figure below.

Figure 1. Data lifecycle from research planning through to archiving. Data storage and management underpin the entire lifecycle.

Research Planning: in this initial step researchers need to plan what data needs to be collected from intended 
sources to answer the research question and start the planning for the data throughout the project. While 
deciding upon what data should be collected, the participant’s privacy should remain at the forefront. All the data 
required to answer the research question should be captured, but not beyond what is required, thus minimising 
excess data collection and increased data privacy risk for participants. An example of this is to collect year of birth 
rather than full date of birth. During this first stage a data management plan (DMP), should be created (see more 
details below). Spending time in this planning and design phase will greatly increase efficiencies in the next step 
of the data lifecycle. 

Capture and Curation: This step of data collection, potentially from various sources, can be a very time consuming 
but can be optimised by careful planning during the Research Planning step. High quality data is achieved by 
collecting data from the source of truth. Data curation, ie cleaning and auditing, is a key process to ensure data is 
of the highest quality. When collecting data from multiples sources, quality audit and standardisation are of the 
upmost importance to ensure that the data collected is accurate, valid and reliable. 

Analysis: The data analysis step is facilitated through carefully considered design planning at the start of a research 
project and should be performed in accordance with the planned statistical analysis. It is encouraged to involve 
Cabrini’s biostatistical services (biostats@cabrini.com.au) in the research planning stage to optimise the data 
analysis stage. Data analysis can be done as part of a collaboration, provided the required agreements are in place. 

https://www.nhmrc.gov.au/about-us/publications/national-statement-ethical-conduct-human-research-2023
https://www.nhmrc.gov.au/about-us/publications/national-statement-ethical-conduct-human-research-2023
https://www.legislation.vic.gov.au/in-force/acts/health-records-act-2001/049
https://www.legislation.gov.au/C2004A03712/latest/text
https://www.nhmrc.gov.au/about-us/publications/guidelines-under-section-95-privacy-act-1988#block-views-block-file-attachments-content-block-1
https://www.oaic.gov.au/privacy/australian-privacy-principles/read-the-australian-privacy-principles
https://www.oaic.gov.au/privacy/australian-privacy-principles/read-the-australian-privacy-principles
mailto:biostats@cabrini.com.au
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Sharing: Sharing of research data can happen at various points throughout the data lifecycle. Before any data 
sharing can be performed, researchers always need to ensure the sharing of data is ethically and legally allowed 
and that all required agreements and data safeguards are in place. See more details on data sharing below. 

Dissemination: Dissemination of research data outputs can be in various forms from peer review publication to 
conference presentations or scholarly products. Before publishing, researchers are required to ensure the 
publishers’ data sharing requirements are understood and can be complied with. Cabrini staff are also expected 
to comply with the Cabrini Authorship and Publication for Research Policy when disseminating research outputs.
 
Re-use: Data re-use is using data for other purposes than it was originally collected for. Data re-use is an essential 
component of research as it avoids doing repetitive and unnecessary studies. It also promotes repeatability and 
research robustness. Prior to re-using data, verify that the data has been ethically collected and the reuse 
conditions conforms with policies and regulations.  

Retention & Archiving: Archiving data means moving data that is no longer actively used to a separate storage 
location for long-term retention. This is distinct from data backup, which is making a copy of actively used data 
and storing it in a separate location for the purpose of restoration in the event of loss or damage of original data.

Store and management: Storage and management of research data underpins the entire data lifecycle. Data 
management is effectively a risk management exercise and should not be static but rather be continuously 
checked and updated to ensure data is securely stored and the data management plan is adhered to. For data 
storage guidance, please refer to the Data Classification and Labelling Policy. 

 Data Management Plan and Data Dictionary:
A Data Management Plan (DMP) should be developed as early as possible in the design of a research project and 
alongside a study protocol. It should provide the details on how data will be handled throughout the study and 
should be reviewed regularly throughout the lifecycle of the research data.  Each study or research project should 
have its own DMP.

A DMP should address the following points:
• Description of the study data – this section should include details on what data or information is required 

to achieve the aims of the research project, including (but not limited to) sample size, type of data 
collected (qualitative or quantitative), data sources and formats; the purposes for which the data will be 
used and disclosed. 

• Data generation, collection and capture – this section should include details of how and by whom data 
will be generated or collected, and what instruments or tools will be used.  For example: data collected 
by the database manager using a paper or online survey, excel spreadsheet or electronic data capture 
tool, data import or manual data collection, etc. Access permissions and the level of identifiability of data 
for each study team member should be clearly stated. The form in which the data will be stored should 
also be described in this section, as well as retention periods and disposal plans.

• Data security – this section should describe the measures put in place to safeguard the data and the 
patients. This should include back up methods (including disaster recovery), and the physical, network 
and technical security measures in place. 

• Analysis and reporting – this section should refer to the statistical analysis plan of the study protocol and 
describe any plans to report the data, such as publications, annual reports, and other public facing forums. 
This section should also state how and by whom the data will be used and analysed.

• Data Access and Sharing plan – this section should state any planned or expected data sharing activity, 
external data transfers and data linkage activities. It should also list the conditions under which the data 
will be shared or how access to the data is granted to others. This should include considerations around 
the Australian Privacy Principles (APPs), HREC approval and any other relevant legislation and laws. See 
section below for further details. 

https://prod-prompt-documents.s3.ap-southeast-2.amazonaws.com/224333/224333_v1.0.pdf?X-Amz-Expires=86400&X-Amz-Security-Token=IQoJb3JpZ2luX2VjEBQaDmFwLXNvdXRoZWFzdC0yIkcwRQIhAIRoy0bUHxg%2B%2BPu5c%2B3lh37%2Fw%2BXbfaCDtrZdzECPc50OAiAZsp9KqluoXyRZ76pZoZVQzSXmQztqLqs%2BHn6Q%2B9munyrBBAie%2F%2F%2F%2F%2F%2F%2F%2F%2F%2F8BEAQaDDc0MjQ5MzU4NTk0MyIM6rM8C9ZQrl8%2BMRFBKpUE0a9i8IScRcdLldSBH0LId7064myVUNL3kGsrMuo2XT4bQcmphpXLTUPkEX2SRHOgvbCJWLW37zMHz8Ww7fm%2B32tu15CL7lPwakK0CYnsT4KVE1ppmMngdJTqOqLMIqzAtRplMS8uG9kkOR5VYsKcu7RRSIPEU%2BbSlO2259NDyGTaTU0TE%2FOM401M7TNRkV0%2BEsGjVE89%2FbPq5dcCPgSe6NyxGqyudPVMZFTVyVvPhj86rFca8rUOc3v%2BGD8oCpmFiPyk%2Ftj4DHZ7OhAM4JdHyhigTNY6hrBkYWD3u8mbcHUqCzoqvF91VMj%2FdbLz5B9orxSPm%2Bz7JBdsp1nSKtHyL51YwspYETEx5KDXLmlyS760t2MJj%2BBPtpMtHviZW5b%2Fe8Cp4asveeutmSqSBST5hjXdcapdFTebev5CYhLMSvT4YT6dS%2FlGrZ1jRo%2BTfPqtCiFpmFioGORHKn6nGxPzogqZNyaTci7ngNIWEu4qskjG6cq7U6ORycINqj1ixSZ3Vade4itKugpu8DShlQZBdJ44DimK11xusxkSillJSSsQQTK4PUq4OjpsTqfKABVmvzVhO7xLA0JFkAnkRMtql%2FgIKG35CBDRq%2BVz20AL9B3gURduacrbmv41obMtfwQirEJumc0ZmK0maVI4UUG7bpFqv14qKU%2BZB6z7ta8jUWtbQmaIOmJwGJAyq99GxJcE4uSSE1Mwga36sgY6pgEKHdSyylNxoU2HwSx5v4mo2rGsVtWfRhNLW0YhxfcVSyHnBt%2F8on%2BDv1%2Fsdi20pPjlt6f5IJ3H6euBA4ggb2jCnoH3xVzsFqpVTVRAey6tDFOIZSEsqwnmXuQMv6NNS3Nwxc0P1KNk4XAKotqpBSh3GFG61lNQwpOgVTh3TSOVNtTQAbrLIJuocp%2Bpi1tvwSQ9dRxXrQZmPlrjwTULzqkN8AA28ERc&response-content-disposition=inline%3Bfilename%3D%22Cabrini%20Authorship%20and%20Publications%20for%20Research%20Policy.pdf%22&X-Amz-Algorithm=AWS4-HMAC-SHA256&X-Amz-Credential=ASIA2ZYARAILSTMOWHFI%2F20240604%2Fap-southeast-2%2Fs3%2Faws4_request&X-Amz-Date=20240604T050234Z&X-Amz-SignedHeaders=host&X-Amz-Signature=d6c794a4c101a662d8db731e10b7edbc91e37e1421ccd44965ef9087aaf811c0
https://prod-prompt-documents.s3.ap-southeast-2.amazonaws.com/221448/221448_v2.0.pdf?X-Amz-Expires=86400&X-Amz-Security-Token=IQoJb3JpZ2luX2VjEDAaDmFwLXNvdXRoZWFzdC0yIkcwRQIgd0%2FhEibz24VkzmWrFa243yHZBlbW%2F%2BbmZQ6z72B%2F%2FXgCIQD5EGf1uZrKWMSgUySjIg%2FhljkbCuDzPzS%2FsRwVi8RNUirBBAi6%2F%2F%2F%2F%2F%2F%2F%2F%2F%2F8BEAQaDDc0MjQ5MzU4NTk0MyIM5rjfu2R1RIPUni9FKpUEnNLj4OyZfglqdIc5%2F3Pr8vY2ub6KAmxp%2FBCkPxtaHah5lOwyyjuZByh5IkMe1G34YjDipQTxXQHVSKXBUnoZmk8x0I1l6AHe6WQsqvbvN%2FHfJ7tZ1CTxX59rVZHZzTc%2FrAlEluR9zdnyA%2BjQrVftZXbwznWOQ%2BWbQ7lXA0qHZo1qm6YeDHuamUp%2BqrFzcKRV40CcShKhn8xQupnOQyXGOp9FaTHmFolC1YiRlpdqz5dqgA4bu6L9GYN8ah2tqyjHVFfz00kgClwkhn2Z9T2Yzw7aS2%2Bv0EYhl076Y1CAXysPDIrUxtr%2FurDKknyGDH7X2qZctF0pY3BMOsr8a5hJnSHObqj2ynRxY13gaMdsWFJ%2Fu26IdJhGGEogN%2FD8zRnG%2FbUiilFjel%2F88HMkuzPm3IvBLO7XfTm72Cv6o17xF58t1shP41owzFHmmuyaWFyVA7prFYflzpBqBFOtsF1vhAY81zcEdnpLGyFEfQFX%2BJ73%2FgO7g8ukdOyPBbhA8aFspfIfSk7QnE%2Bq007ftYWmB8Tt93BmPgIg76QsPH3mpgtrGrXy0RJg4QjVk9ld9A%2Bq3JNZG3n0rda3UJKqs%2FvRsFytcf8UQ3jsWs027B6udpJmdY5NBZ%2B%2FCnJ8AcT7HU3iW7DR3fCVT9xRkZFE274j%2Fh0k0lXy2PtOdWdMRFCZiWsX6Lm9pgV5wUDX1VcMMGQsyHWwlbsw58CAswY6pgGz1q0Eia2RvwYS70XQMA7yTURHa3Ziv1cVvtWYeSTchgI3FJYQjQr9g5J79BNmpfvFaWfCshMJOTFMB%2BngptnGdbD%2BzMLC8Qk2WRZwN6cM6S01xlRPwudlvkOhwErANKODZj%2ByrTmEsHO%2Bk40AcmQ9MVzPOTMZ%2BhX9ey7r2YyyHoqDloaJMccAg%2FBb2m1w1hkaifxCUikq%2BvhzrfZVBXIH3uftLFf3&response-content-disposition=inline%3Bfilename%3D%22Data%20Classification%20and%20Labelling%20Standard%20-%20Cabrini.pdf%22&X-Amz-Algorithm=AWS4-HMAC-SHA256&X-Amz-Credential=ASIA2ZYARAIL2ZEVWYFI%2F20240605%2Fap-southeast-2%2Fs3%2Faws4_request&X-Amz-Date=20240605T095735Z&X-Amz-SignedHeaders=host&X-Amz-Signature=60f3ec857fae2db075ecee38a56ca0ea663ed8b5b60efff136993de09fd20f1c
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• Roles and responsibilities – this section should summarise the roles and responsibilities of each study 
team member undertaking the research project. Ensure that roles are covered by multiple team members 
to ensure redundancy in case a team member where to leave Cabrini Health. 

• Risk – unless already thoroughly addressed in the research protocol, risk and severity of any harm 
associated with or resulting from the collection, use and management of the data should be described in 
this section as well as how risks can be minimised.

The DMP is preferred as a separate document to the protocol but can also be included as a clearly defined section 
of the study protocol. 

Complementary to a Data Management Plan, Data Dictionaries are a key document that ensures good data 
governance and high-quality data collection. A Data Dictionary is a living document that is version controlled and 
is to be updated regularly throughout the lifetime of the research project. Its purpose is to list and explain all the 
data elements to be collected and used to measure the outcomes. Data Dictionaries can be presented in various 
formats (excel spreadsheets, word documents, etc) and should address the following points (at a minimum) for 
each data element :

• The name and definition of the data element
o These should be referenced, wherever possible, to existing data dictionaries/ vocabularies such 

as METEOR, FHIR-AU, SNOMED-CT, ICD-10-AU, discipline-specific reference sets
• The purpose of collecting that data element
• Database variable/ field names and system mechanism (dropdown, checkbox, free text, etc)
• Permissible values including ranges, code sets
• Relationships between various fields such as:

o Conditional relationships
o Derived or calculated values

• Designated data elements that are mandatory and/ or allow an unknown or not stated response.

As part of the Data Dictionary preparation, it is essential to consider if any data elements can be used to identify 
individuals. 

Data identifiability:
Although data identifiability can be referred to as discreet states in various regulations, such as identifiable, re-
identifiable, de-identified, non-identifiable (see above glossary for definitions); the identifiability of data is not a 
suite of distinct and static states but rather can be found on a continuum that is affected by environmental 
factors as well as where the data is in the lifecycle. Depending on the environment the data is stored in and 
what other data are available (in the public domain as well as part of the datasets held by the custodian), the 
identifiability of a dataset might vary and move along the identifiability spectrum. Change in technology can also 
impact identifiability and can make re-identification of data originally collected or shared in a “de-identified” 
manner possible. 

It is essential to try and reduce the risk of inappropriate identifiability throughout the data lifecycle. Researchers 
should at a minimum:

• minimise the number of variables collected for each individual;
• separate identifiers and content information, including separation of storage where possible. This 

includes separation of master key code lists from clinical information of study unique code;
• separate access and permission to identifiers and clinical or content data depending on the roles of each 

research team member. Access should be sufficient for each team member to perform their roles 
adequately but restricted enough to not allow superfluous access;

• keep up to date and vigilant to how this data is protected and stored, even if it has undergone a de-
identification process as there is always a risk of re-identification.

https://meteor.aihw.gov.au/content/181162
https://hl7.org.au/fhir/4.1.0/
https://ontoserver.csiro.au/shrimp/?concept=138875005&valueset=http%3A%2F%2Fsnomed.info%2Fsct%3Ffhir_vs
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 The data elements listed below can directly or indirectly identify participants:

• Name
• Date of birth or death
• Address (postal or email)
• Phone number
• Social media handle
• Image or photo of face or other unique biometric data or facial recognition biometrics
• Hospital record identifier (URN, MRN)
• Individual Health Identifier (IHI)
• Genetic information
• Medicare / Centerlink identifier
• Signature
• Bank details and Tax File Numbers

In the current age of big data, it is difficult to fully “de-identify” data that is at a person-level, but it is widely 
agreed that merely removing a person’s name, address and other direct identifiers is no longer sufficient (see 
OAIC advice). The list of direct identifiers is likely to evolve over time and with technological progress.

Direct identifiers should never be shared unless research participants have provided explicit informed consent.

Data Access and Sharing plan: 

Granting access to or sharing data originally generated or collected for the purpose of a specific research project 
or for clinical purposes, is called Secondary Use of data.  It is common for data to be collected and stored for an 
original project and then banked for potential use in future ethically approved research projects. An important 
ethical issue arising from secondary use of data is the scope of consent provided by participants. Possession, 
access to medical records or custodianship of data does not mean an automatic right to use it for any desired 
research purpose. Before any data is used or shared for secondary use of data purposes, the ethical requirements 
are to be discussed with Cabrini Research Governance Office and all relevant Human Research Ethics Committee 
ethical requirements approved. 

If personal information is to be used or shared, there are further legal considerations. As per the Guidelines under 
Section 95 of the Privacy Act 1988 (Section 95 Guidelines): the APPs do not permit agencies to use or disclose 
personal information for medical research purposes, unless the individual has consented to the use or disclosure, 
or the use or disclosure is allowable through an exception contained in the Privacy Act. Certain exceptions are 
included in APP 6.2 and 6.3. The Section 95 Guidelines provide a framework for the conduct of medical research 
using information held or collected by agencies where personal information needs to be used and where it is not 
practicable to obtain the individual’s consent.

Data sharing has become an essential part of research and key step in the data lifecycle. To allow for maximum 
benefits to be derived from data sharing, the FAIR (Findable, Accessible, Interoperable, Reusable) data principles 
were developed. 

https://www.oaic.gov.au/privacy/privacy-guidance-for-organisations-and-government-agencies/handling-personal-information/de-identification-and-the-privacy-act
https://www.oaic.gov.au/privacy/privacy-guidance-for-organisations-and-government-agencies/handling-personal-information/de-identification-and-the-privacy-act
https://www.go-fair.org/fair-principles/
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In an ever-increasing need for data sharing and open and transparent research, the Five Safe Framework was 
developed to balance the risk of disclosure and data utility. Data sharing is a risk management exercise rather 
than a risk elimination one. The Five Safe Framework takes a multi-dimensional approach to managing disclosure 
risk, facilitates safe data sharing, and prevents over-regulation in assessing not only the data itself, but also the 
environment in which it is released. The Five Safe Framework focuses on the following elements:

• Safe people: Is the researcher appropriately authorised to access and use the data? I.e. bone fide 
researcher, GCP training, confidentiality agreement is in place

• Safe projects: Is the data to be used for an appropriate purpose? I.e. HREC approved project, ensure 
project suitable with data requested 

• Safe settings: Does the access environment prevent unauthorised use? I.e. IT and environmental 
conditions of data access and storage are adequate

• Safe data: Has appropriate and sufficient protection been applied to the data? I.e direct identifiers have 
been removed prior to sharing, other protections are in place

• Safe outputs: Are the statistical results non-disclosive? I.e. participants cannot be identified in the results 
or other outputs

The five safe elements put in place need to be commensurate to the data identifiability and amount of details in 
the data. Aggregated data doesn’t require the safe elements to be as stringent as record level identifiable data.

Data Sharing and re-use should be considered from the design stage. A Data Access and Sharing plan should be 
added to the protocol and should include relevant consent for reuse of the data. Contact Cabrini Research 
Governance Office for guidance regarding Cabrini’s informed consent requirements. 

A generic Data Access and Sharing plan should address the following questions:
• What data will be shared (e.g.: demographic, molecular profiling, clinical information, survey data, 

bioassays)? In what format (e.g.: aggregated, record / unit level)?
• How will data be shared (e.g.: via secure file transfer, via data access in a controlled environment)?
• What metadata will be shared alongside the data?
• Will any supporting documentation (e.g.: protocols, data dictionary) be shared with the data?
• Who will access or be able to access the data (e.g.: will the data be publicly accessible or will access be 

restricted)?
• Where will the shared data be stored? What are the security processes of the third party the data is shared 

with? Are the systems and storage secure? Are they compliant with Australian Privacy Principles and other 
relevant legislation and laws?

• When will data be shared (e.g.: prior to or post publication, after an embargo period)?

Data should only be shared if eligible and allowed under the relevant laws and legislation. A Data Transfer or 
Sharing agreement needs to be signed by all parties prior to sharing any data. Any queries on data sharing 
agreements can be directed to the Cabrini Research Governance Office researchgovernance@cabrini.com.au . 

Data access and sharing for research databases and registries held and managed at Cabrini Health is governed by 
the Data Governance Committee. If you wish to access or share with collaborators any research data collected, 
stored and held at Cabrini Health for a project beyond its primary purpose, please contact the Data Governance 
Committee (email-datagovernance@cabrini.com.au) .
Any outputs  generated and published from the data accessed are required to follow the Cabrini Authorship and 
Publication for Research Policy and credit Cabrini Health as per the policy.

Where the sharing of research data has been requested and access has been refused, the reasons for not 
sharing the data should be transparent and justifiable.

In case the research study involves data linkage, this should also be considered early on in the design process. 
Some guidance can be found here: National Mutual Acceptance (NMA) Data Linkage.

https://www.abs.gov.au/about/data-services/data-confidentiality-guide/five-safes-framework
mailto:researchgovernance@cabrini.com.au
mailto:email-datagovernance@cabrini.com.au
https://prod-prompt-documents.s3.ap-southeast-2.amazonaws.com/224333/224333_v1.0.pdf?X-Amz-Expires=86400&X-Amz-Security-Token=IQoJb3JpZ2luX2VjEBQaDmFwLXNvdXRoZWFzdC0yIkcwRQIhAIRoy0bUHxg%2B%2BPu5c%2B3lh37%2Fw%2BXbfaCDtrZdzECPc50OAiAZsp9KqluoXyRZ76pZoZVQzSXmQztqLqs%2BHn6Q%2B9munyrBBAie%2F%2F%2F%2F%2F%2F%2F%2F%2F%2F8BEAQaDDc0MjQ5MzU4NTk0MyIM6rM8C9ZQrl8%2BMRFBKpUE0a9i8IScRcdLldSBH0LId7064myVUNL3kGsrMuo2XT4bQcmphpXLTUPkEX2SRHOgvbCJWLW37zMHz8Ww7fm%2B32tu15CL7lPwakK0CYnsT4KVE1ppmMngdJTqOqLMIqzAtRplMS8uG9kkOR5VYsKcu7RRSIPEU%2BbSlO2259NDyGTaTU0TE%2FOM401M7TNRkV0%2BEsGjVE89%2FbPq5dcCPgSe6NyxGqyudPVMZFTVyVvPhj86rFca8rUOc3v%2BGD8oCpmFiPyk%2Ftj4DHZ7OhAM4JdHyhigTNY6hrBkYWD3u8mbcHUqCzoqvF91VMj%2FdbLz5B9orxSPm%2Bz7JBdsp1nSKtHyL51YwspYETEx5KDXLmlyS760t2MJj%2BBPtpMtHviZW5b%2Fe8Cp4asveeutmSqSBST5hjXdcapdFTebev5CYhLMSvT4YT6dS%2FlGrZ1jRo%2BTfPqtCiFpmFioGORHKn6nGxPzogqZNyaTci7ngNIWEu4qskjG6cq7U6ORycINqj1ixSZ3Vade4itKugpu8DShlQZBdJ44DimK11xusxkSillJSSsQQTK4PUq4OjpsTqfKABVmvzVhO7xLA0JFkAnkRMtql%2FgIKG35CBDRq%2BVz20AL9B3gURduacrbmv41obMtfwQirEJumc0ZmK0maVI4UUG7bpFqv14qKU%2BZB6z7ta8jUWtbQmaIOmJwGJAyq99GxJcE4uSSE1Mwga36sgY6pgEKHdSyylNxoU2HwSx5v4mo2rGsVtWfRhNLW0YhxfcVSyHnBt%2F8on%2BDv1%2Fsdi20pPjlt6f5IJ3H6euBA4ggb2jCnoH3xVzsFqpVTVRAey6tDFOIZSEsqwnmXuQMv6NNS3Nwxc0P1KNk4XAKotqpBSh3GFG61lNQwpOgVTh3TSOVNtTQAbrLIJuocp%2Bpi1tvwSQ9dRxXrQZmPlrjwTULzqkN8AA28ERc&response-content-disposition=inline%3Bfilename%3D%22Cabrini%20Authorship%20and%20Publications%20for%20Research%20Policy.pdf%22&X-Amz-Algorithm=AWS4-HMAC-SHA256&X-Amz-Credential=ASIA2ZYARAILSTMOWHFI%2F20240604%2Fap-southeast-2%2Fs3%2Faws4_request&X-Amz-Date=20240604T050234Z&X-Amz-SignedHeaders=host&X-Amz-Signature=d6c794a4c101a662d8db731e10b7edbc91e37e1421ccd44965ef9087aaf811c0
https://prod-prompt-documents.s3.ap-southeast-2.amazonaws.com/224333/224333_v1.0.pdf?X-Amz-Expires=86400&X-Amz-Security-Token=IQoJb3JpZ2luX2VjEBQaDmFwLXNvdXRoZWFzdC0yIkcwRQIhAIRoy0bUHxg%2B%2BPu5c%2B3lh37%2Fw%2BXbfaCDtrZdzECPc50OAiAZsp9KqluoXyRZ76pZoZVQzSXmQztqLqs%2BHn6Q%2B9munyrBBAie%2F%2F%2F%2F%2F%2F%2F%2F%2F%2F8BEAQaDDc0MjQ5MzU4NTk0MyIM6rM8C9ZQrl8%2BMRFBKpUE0a9i8IScRcdLldSBH0LId7064myVUNL3kGsrMuo2XT4bQcmphpXLTUPkEX2SRHOgvbCJWLW37zMHz8Ww7fm%2B32tu15CL7lPwakK0CYnsT4KVE1ppmMngdJTqOqLMIqzAtRplMS8uG9kkOR5VYsKcu7RRSIPEU%2BbSlO2259NDyGTaTU0TE%2FOM401M7TNRkV0%2BEsGjVE89%2FbPq5dcCPgSe6NyxGqyudPVMZFTVyVvPhj86rFca8rUOc3v%2BGD8oCpmFiPyk%2Ftj4DHZ7OhAM4JdHyhigTNY6hrBkYWD3u8mbcHUqCzoqvF91VMj%2FdbLz5B9orxSPm%2Bz7JBdsp1nSKtHyL51YwspYETEx5KDXLmlyS760t2MJj%2BBPtpMtHviZW5b%2Fe8Cp4asveeutmSqSBST5hjXdcapdFTebev5CYhLMSvT4YT6dS%2FlGrZ1jRo%2BTfPqtCiFpmFioGORHKn6nGxPzogqZNyaTci7ngNIWEu4qskjG6cq7U6ORycINqj1ixSZ3Vade4itKugpu8DShlQZBdJ44DimK11xusxkSillJSSsQQTK4PUq4OjpsTqfKABVmvzVhO7xLA0JFkAnkRMtql%2FgIKG35CBDRq%2BVz20AL9B3gURduacrbmv41obMtfwQirEJumc0ZmK0maVI4UUG7bpFqv14qKU%2BZB6z7ta8jUWtbQmaIOmJwGJAyq99GxJcE4uSSE1Mwga36sgY6pgEKHdSyylNxoU2HwSx5v4mo2rGsVtWfRhNLW0YhxfcVSyHnBt%2F8on%2BDv1%2Fsdi20pPjlt6f5IJ3H6euBA4ggb2jCnoH3xVzsFqpVTVRAey6tDFOIZSEsqwnmXuQMv6NNS3Nwxc0P1KNk4XAKotqpBSh3GFG61lNQwpOgVTh3TSOVNtTQAbrLIJuocp%2Bpi1tvwSQ9dRxXrQZmPlrjwTULzqkN8AA28ERc&response-content-disposition=inline%3Bfilename%3D%22Cabrini%20Authorship%20and%20Publications%20for%20Research%20Policy.pdf%22&X-Amz-Algorithm=AWS4-HMAC-SHA256&X-Amz-Credential=ASIA2ZYARAILSTMOWHFI%2F20240604%2Fap-southeast-2%2Fs3%2Faws4_request&X-Amz-Date=20240604T050234Z&X-Amz-SignedHeaders=host&X-Amz-Signature=d6c794a4c101a662d8db731e10b7edbc91e37e1421ccd44965ef9087aaf811c0
https://www.clinicaltrialsandresearch.vic.gov.au/national-mutual-acceptance
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Indigenous Data Sovereignty:
Beyond the data access and sharing framework listed above, when data is collected about or from First Nations 
people or about Country, Indigenous Data Sovereignty applies.

Indigenous Data Sovereignty is the right of First Nations people to control data collected about them, their culture 
and their Country. The CARE Principles have been developed by the Global Indigenous Data Alliance (GIDA) to 
complement the FAIR principles.  While the FAIR Principles are about making it easier to share and reuse data, 
the CARE Principles ensure that data is used ethically.

The CARE Principles for Indigenous Data Governance are people and purpose-oriented, reflecting the crucial role 
of data in advancing Indigenous innovation and self-determination2. They are focussed on3:

• Collective benefits: Data ecosystems shall be designed and function in ways that enable Indigenous people 
to derive benefit from the data. 

• Authority to control: Indigenous peoples’ rights and interests in Indigenous data must be recognised and 
their authority to control such data be empowered

• Responsibility: Those working with Indigenous data have a responsibility to share how those data are used 
to support Indigenous people’s self-determination and collective benefit.

• Ethics: Indigenous people’s rights and wellbeing should be the primary concern at all stages of the data 
life cycle and across the data ecosystem.

Further information on Indigenous Data Sovereignty can be found in the discussion paper “Taking Control of our 
Data” from the Lowitja Institute, Australia’s national Aboriginal and Torres Strait Islander community-controlled 
health research institute.

Data Retention and Disposal Requirements:
Research data and relevant primary materials (such as laboratory books, or other research related materials) are 
to be retained once the research project has been finalised and/or published to be able to justify and defend 
outcomes of the research in case they are challenged. The Code provides guidelines around minimum retention 
period of data and recommends treating primary material and data in the same manner.

Data retention is ultimately the responsibility of the Principal Investigator (PI) of each project. The PI decides 
which data and materials are to be kept. Depending on the type of research the minimum retention period will 
vary. Please refer to Table 1 below for data categories and recommended retention periods for Cabrini Health 
patient research data. The retention period listed in Table 1 is technology agnostic and applies to all types of data 
and primary materials irrespective of analogue or digital format. If the PI wishes to retain the data and material 
beyond the minimum retention period, this should be clearly explained in any project documentation including 
protocol, data management plan and consent forms.

Once the research has been completed, this includes published or abandoned research, the data is to be archived 
until the end of the retention period. The PI is to contact the IT department to ensure any digital data and primary 
materials are adequately and securely archived. Any analogue data and primary materials are to be stored in a 
secure location at Cabrini Health with sufficient and adequate access restrictions. This can be an onsite secure, 
key or pad locked cabinet, or archived offsite.

2 https://www.gida-global.org/care
3 https://ardc.edu.au/resource/the-care-principles/

https://www.gida-global.org/care
https://www.lowitja.org.au/wp-content/uploads/2024/01/Taking-Control-of-Our-Data-Discussion-Paper.pdf
https://www.lowitja.org.au/wp-content/uploads/2024/01/Taking-Control-of-Our-Data-Discussion-Paper.pdf
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Table 1: Data retention periods for different research types.

Research type Data retention period (minimum)
Community, historical or cultural heritage value Permanently
Subject of controversy or debate Permanently
Research involving gene therapy Permanently
Involving the use of major new or innovative 
technology

Permanently

Clinical trials 15 years for adult patients *
And 25 years for paediatric patients*
*after completion of trial

Resulting in a patent 7 years after expiry of the patent
General research not falling into any of the other 
categories

5 years after publication or last action taken 
including abandoning the research 

Quality assurance or assessment (including student 
project)

2 years after completion

Data and study materials used in research should be disposed of in a manner that is safe, secure, and consistent 
with the consent obtained and any legal requirements. It is recommended that paper-based data and materials 
are disposed of using the Secure document destruction bins provided by Cabrini Health.

To dispose of any electronically stored data and materials, please contact the IT department to ensure all files are 
adequately and fully destroyed.

BREACH
In the event a Cabrini staff  member suspects or becomes aware of a data breach, they should refer to the Data 
Breach Response Plan to ensure the correct process to identify Eligible Data Breaches (see policy) is followed, 
potential harm is minimised, and affected individuals and the Office of the Australian Information Commissioner 
(OAIC) are notified when appropriate. This Plan comprises the procedures consistent with the OAIC guide to 
managing data breaches in accordance with the Privacy Act 1988. The Privacy Act 1988 requires Cabrini to notify 
affected individuals and the OAIC of Eligible Privacy Breaches. 
As per the Monitoring of Research Policy, any serious Breaches are to be reported to the reviewing HREC and 
CRGO within seven (7) calendar days of confirming a serious breach has occurred. Any actions requested by the 
reviewing HREC must also be reported to CRGO.
If someone suspects there is research misconduct such as fabrication of data consult with a Research Integrity 
Adviser at CRGO and/or refer to the Research Integrity and Misconduct Policy.

EVALUATION
The effectiveness of this policy will be evaluated by the Data Governance Committee (DGC) with the assistance of 
the Cabrini Research Governance Office (CRGO).
The Data Management Plan will be reviewed by CRGO and DGC as required and complemented with information 
requested from researchers as required.   
Data access and sharing activities will be directly governed by the DGC.

https://prod-prompt-documents.s3.ap-southeast-2.amazonaws.com/179872/179872_v1.0.pdf?X-Amz-Expires=86400&X-Amz-Security-Token=IQoJb3JpZ2luX2VjEKD%2F%2F%2F%2F%2F%2F%2F%2F%2F%2FwEaDmFwLXNvdXRoZWFzdC0yIkcwRQIhAJpzkJufIg%2BlgTGfS2cP59%2Bcu%2F9tWIe4kZ338YJad4NoAiAbpddNdbQlUZ37kuintTv4pBjI%2F5RSGRDjeoqJijbQJCq4BAg5EAQaDDc0MjQ5MzU4NTk0MyIMjPAIrO73sSdYVnKrKpUEoEmn4OXMiK0mEvbMSaB5o5OQthjSZJ3o6zwlIq1e6RtUmWG%2Bju3rpvg3%2Bn8yjKa8RJaiLPlpsaD%2BfoAH%2Fkj73L7RzxEGLR8lO4Xw43vC90XP8NyQNCg1m25tdLK%2Bo30bx741bZpXCwMoPcWnJnOTRhVOPDS6au65LA%2BpjuBv%2FLOnfpM%2BX579jF%2FreRh1PAZxKUORyj%2B8bFqfWH6TmwBcRJH1GgfiFxpt9bFL5AM2jvV6qZ7bVUHuNiFpVBxvqD2dbi690VULvNZ5Z6BBOgwMxpoSSGkDljw5gHvKzshcGmaW7I9iTKJkH6ZfpJIsZ5SmHFRotr6nzeS0LDra2r%2BjsIMMob6D9YwnW0I9lXnL87Av47tdTr%2FKPie63YshQ9d2s8lLS%2B7mRKQEQuJE3GWITNTnowyswAzTc5G1NaD8UgFyjrmHTTogmLktP33A1lmy4dMNC5eI4Upv0NMDXrhmCNiThDcilPqlxG7Kwb92vZtO%2FFNvDCXD8MK4gSRK8zxTeXBeSYFNfahUms9dnj5Q%2BmyM3WkCECZW4io6EPpknaK4EarQ5tfWs3t6jEj5k6qZ%2BBduUgicCswbFLgR4oEv3K7OBGwwUgoMQp4i%2BNYvLbC8SWptuRGnWh1e17hMx4gBMrPekFG3TbcIf3Gvi7OuaOp7dH4C46Czvo4mp1s9uOIxFb8mGc6bVsMsNohxM8o2tRJzEcIw1%2FqYswY6pgF4S6jfAOfXTDl%2BrlYEnKQ4SXbWtMbi46rDCTTMqrRBbfwzQRfiSrtfyjxms%2F4eEG1jVYISWnYy9X6tv1Zgsfx5T%2BpJ5DIWM1%2FzFYv4ADQqvCx2R42srh6wrJ3IB3coSlfNw4ttL%2BP5DQlgzkbmjXSza%2FIKlnSJm3KIlMdyWtNfHFO7Fjun8z7KnBKOCPidR08XHvigezX7L1X0u3LDc%2BGaPEIfFaWu&response-content-disposition=inline%3Bfilename%3D%22Data%20Breach%20Response%20Plan.pdf%22&X-Amz-Algorithm=AWS4-HMAC-SHA256&X-Amz-Credential=ASIA2ZYARAIL3V3SRCFE%2F20240610%2Fap-southeast-2%2Fs3%2Faws4_request&X-Amz-Date=20240610T035120Z&X-Amz-SignedHeaders=host&X-Amz-Signature=9ccfc3aa5f468e0212bc1a5f30b42b924cbab8d517023696532ad4eda96f367f
https://prod-prompt-documents.s3.ap-southeast-2.amazonaws.com/179872/179872_v1.0.pdf?X-Amz-Expires=86400&X-Amz-Security-Token=IQoJb3JpZ2luX2VjEKD%2F%2F%2F%2F%2F%2F%2F%2F%2F%2FwEaDmFwLXNvdXRoZWFzdC0yIkcwRQIhAJpzkJufIg%2BlgTGfS2cP59%2Bcu%2F9tWIe4kZ338YJad4NoAiAbpddNdbQlUZ37kuintTv4pBjI%2F5RSGRDjeoqJijbQJCq4BAg5EAQaDDc0MjQ5MzU4NTk0MyIMjPAIrO73sSdYVnKrKpUEoEmn4OXMiK0mEvbMSaB5o5OQthjSZJ3o6zwlIq1e6RtUmWG%2Bju3rpvg3%2Bn8yjKa8RJaiLPlpsaD%2BfoAH%2Fkj73L7RzxEGLR8lO4Xw43vC90XP8NyQNCg1m25tdLK%2Bo30bx741bZpXCwMoPcWnJnOTRhVOPDS6au65LA%2BpjuBv%2FLOnfpM%2BX579jF%2FreRh1PAZxKUORyj%2B8bFqfWH6TmwBcRJH1GgfiFxpt9bFL5AM2jvV6qZ7bVUHuNiFpVBxvqD2dbi690VULvNZ5Z6BBOgwMxpoSSGkDljw5gHvKzshcGmaW7I9iTKJkH6ZfpJIsZ5SmHFRotr6nzeS0LDra2r%2BjsIMMob6D9YwnW0I9lXnL87Av47tdTr%2FKPie63YshQ9d2s8lLS%2B7mRKQEQuJE3GWITNTnowyswAzTc5G1NaD8UgFyjrmHTTogmLktP33A1lmy4dMNC5eI4Upv0NMDXrhmCNiThDcilPqlxG7Kwb92vZtO%2FFNvDCXD8MK4gSRK8zxTeXBeSYFNfahUms9dnj5Q%2BmyM3WkCECZW4io6EPpknaK4EarQ5tfWs3t6jEj5k6qZ%2BBduUgicCswbFLgR4oEv3K7OBGwwUgoMQp4i%2BNYvLbC8SWptuRGnWh1e17hMx4gBMrPekFG3TbcIf3Gvi7OuaOp7dH4C46Czvo4mp1s9uOIxFb8mGc6bVsMsNohxM8o2tRJzEcIw1%2FqYswY6pgF4S6jfAOfXTDl%2BrlYEnKQ4SXbWtMbi46rDCTTMqrRBbfwzQRfiSrtfyjxms%2F4eEG1jVYISWnYy9X6tv1Zgsfx5T%2BpJ5DIWM1%2FzFYv4ADQqvCx2R42srh6wrJ3IB3coSlfNw4ttL%2BP5DQlgzkbmjXSza%2FIKlnSJm3KIlMdyWtNfHFO7Fjun8z7KnBKOCPidR08XHvigezX7L1X0u3LDc%2BGaPEIfFaWu&response-content-disposition=inline%3Bfilename%3D%22Data%20Breach%20Response%20Plan.pdf%22&X-Amz-Algorithm=AWS4-HMAC-SHA256&X-Amz-Credential=ASIA2ZYARAIL3V3SRCFE%2F20240610%2Fap-southeast-2%2Fs3%2Faws4_request&X-Amz-Date=20240610T035120Z&X-Amz-SignedHeaders=host&X-Amz-Signature=9ccfc3aa5f468e0212bc1a5f30b42b924cbab8d517023696532ad4eda96f367f
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REVIEW

This Policy shall be reviewed every 3 years or as need arises due to changes in legislation or industry standards. 
Non-material amendments may be proposed at any time and approved by the Group Director Research.
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